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Build and Maintain a Secure Network and Systems

= Requirement 1: Install and maintain a firewall configuration to protect data

Response
(Check one response for each question)
PCI DSS Question Expected Testing Yas
with Not

Yes ccw No NIA Tested

1.1 Are firewall and router cor
and implemented to include the following.

1.1.1. Is there a formal process for approving and testing all *  Review documented process ] ] ] 0 B
network connections and changes lo the firewall and rouler |+ |nterview personnel

configurations?.
g = Examine network configurations.

1.1.2. (a) lIsthere a current network diagram that documents all | «  Review current network diagram. m] O O O E
connections between the cardholder data «  Evamine network configurations
and other . any
wireless networks?.
{b) Is there a process to ensure the diagram is kept *  Interview responsible personned [} (m} [} [} [}
current?.
1.1.3 (a) Isthere a current diagram that shows all cardholder *  Review current datafiow diagram 0 [} [} [} =
data flows across systems and netwerks? = Examine network configurations.
(b) Isthere a process to ensure the diagram s kept = Inlerview personnel m] ] (] ] I}
current?.
1.1.4. (a) Isa firewall required and implemented at each Intemet | =  Review firewall configuration (=} O O O O

connection and between any demiitarized zone standards
(DMZ) and the internal network zone?. +  Observe network configurations 1o
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What commonalities exist?

66 %0 involved data the victim did not know was Nine of 10 breaches involved some type of “unknown
on the system unknown,’ the most common of which was data that
was not known to be on the compromised system.

% -
7 57 of breaches were not discovered by Most breaches go undetected for quite a while and are

thevicum discovered by a third party rather than the victim
B39 of sicacis weia st highly difficult organization. Attacks tend to be of low to moderate
85% difficulty and largely opportunistic in nature rather
of breaches were the result of than targeted. Due, in part, to these reasons,

opportunistic attacks investigators concluded that nearly all breaches would

870/0 were considered avoidable through likely have been prevented if basic security controls

reasonable controls had been in place at the time of attack.
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