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“There are only two types of companies, those that have
been hacked and those that will be.”

(Robert Mueller, Director, FBI, March, 2012)



“The technical level of cyber attacks is growing
exponentially. What was considered a sophisticated cyber
attack only a year ago might now be incorporated into a
downloadable and easy to deploy internet application,
requiring little or no expertise to use.”

(lain Lobban, Director of UK’s GCHQ, 2012)
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—Uber (2016)

= Data of 57 million Uber users and drivers in 2016.
= The company paid hackers $100,000 to delete the data and keep the breach
quiet, and did not report the breach.

—Yahoo! (Dec 2013 and 2014)

2014 breach: over 500 million Yahoo! user accounts affected.
2013 breach: over 1 billion user accounts affected.
More than 3 billion of its user accounts were impacted.

© 2014 Baker & McKenzie 4



—a §5 (Jan 2014)

Credit Card information of 20 million people stolen

—#74c 4 (Dec 2013)

Credit card statement processor for bank hacked
Confidential information of 647 private wealth clients stolen

© 2014 Baker & McKenzie 5
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South Korea:
Personal Information
Protection Act 2011

Japan Act on the
Protection of Personal
Information 2003
China: Provisions

regulating Internet
Information Services/

NPC Decision on
strengthening the
protection of internet

Thailand: Draft law
sent to Parliament in
2012 and passed in
2015 (in principle)
India: The Information
Technology (Reasonable
Security Practices and

Procedures and information
Sensitive P_ersonal Data Hong Kong: Personal
or Information) Rules, -

Data (Privacy)

2011
Taiwan: PDPA 2010 in

effect from 1 October

Amendment Ordinance

(prigipstmnaes:in full

2012 ghiaet PAVEE2REB)
(August 2012)
Malaysia: PDPA 2010 in Cybercrime Prevention
effect from 15 November 2013 Act (September 2012)
. ) Vietnam: Provisions spread Australia: Indonesia:
%3%53;’? across the Civil Code, the IT Law, - Privacy ‘Amen.dments Electronic Information and
2012: phase-in the Penal Cer gnd the Enhanc_lng Privacy  Transaction Law 2008;
© 2014 Baker perioa until 2/1/14 TeIgc_ommumcgtnons Law gnd Protectlon Act come Regulation 82 Provision of
o714 their |mplementhg regL_JIatlons. ‘ into effect in March  Electronic System and




Australia China Hong India Indonesia NETED \EIEVAIE Philippines Singapore South LEWED Thailand Vietnam
Kong Korea

S bligati
r:ztt?ftyogya?a sI?J?)::c; “ \/ 5 / / \/ / (/ )

Statut bligation t
o anigaion / /s ) | v

“opligation 0 noty Vel| vV v 2 V3| vV
(New
Cyberse
curity Bill
draft)

Non-bindi
C(;)Eidgl]inlgg \/ \/ \/ 1 \/ \/ 4

1 Sector specific guidelines for financial services and banking industries create strong incentive to notify government authorities
2 Monetary Authority of Singapore regulations require notification; new Cybersecurity Bill requires notificaion by CII.
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Australia Civil and criminal penalties range from AU$340,000 for individuals or AU$1.7 million for corporations

China Civil liability for infringement of individual rights; administrative penalties, fines of up to RMB500,000 and up to 10 times illegal
income for Consumer Protection Law; fines of up to RMB30,000 under other laws

HK Civil and criminal penalties up to HK1 million for personal data for direct marketing + 5 years imprisonment

Indonesia No sanctions under EIT law and Regulation 82

India Damages for breach of IT Act. No limit on amount recoverable

Japan Statutory penalty — imprisonment up to 3 years and/or fine up to JPY500,000

Malaysia Up to RM500,000 fine and/or imprisonment of up to 3 years

Philippines Up to Php1,000,000 + imprisonment of up to 5 years

Singapore Civil fines up to $1million; Criminal max fine of S100,000 and/or imprisonment of up 12 months for obstruction or making of false
statements to mislead.

Korea Fine up to KRW 50 million / imprisonment for up to 5 years

Taiwan Up to NT200,000

Thailand Fine of suspension / revocation of telecoms licence
Criminal penalties under Credit Bureau Act + draft Privacy law

Vietnam Fine up to VNP20,000,000

© 2014 Baker & McKenzie 10



Development Practical Impact

A ?t 7}:}_ %gﬁ;ﬁ Draft since 2005 — Uncertain what it will cover and when it will be promulgated
— New draft rules January 2012

LA MR- Y 4 -fr-[;‘]znj i Effective from 28 — _Criminal_off(_ence for anyone in Government to sell or receive personal
, February 2009 information in course of work
iR
L P G- R ‘fr' i o ]3- ggg;ed December — Formally recognised privacy rights as a form of civil rights and interests
CE Effective from 1 July

2010
¢ 1;: RO S 'ff' [3'-:] AL Effective from 1 July — Protects confidentiality of personal social insurance information
2 : 2011
o ER S




¢ BB E —’,’vﬁ] N £ {p | Passed October | — Strengthened protection of personal data recorded on identity cards
: 2011
i
L ﬁﬁf-‘:‘; 5, A0 B A Jf,’f.. Effective from 1 — restrictions on the collection and use of personal information in Jiangsu
January 2012 Province
— first province to implement regulations not limited to a particular
industry
PRIX A -#- 4 g TR Passed 28 — Offers state protection to electronic information that identifies an
4 Rk December 2012 individual and/or relates to the individual’s privacy
? N E m ~ . . . . .
R RE L FS T — imposes obligations on organizations that collect and use such
personal electronic information in their business operations




LA G- A ‘fr_" E £ September 1, Introduces certain provisions addressing data privacy issues.
2015 a fine of between RMB 5,000 to RMB 30,000.

LI PR ) ‘f‘-"m”‘lfi‘ 2 August/Novembe a much wider scope of application

% r 2015

LA RO 'ff' Ek 2% > November 2016/ China’s first law specifically regulating activities in cyberspace

i* June 2017
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WP - LT Rk i% 2L(GDPR)

* New, stricter standards for data protection
« Extra-territorial scope — if EU citizens’
data is involved, assume GDPR applies
* Penalties up — EUR 20 million or 4%
® annual global turnover

[ RPN PR B - N S
i CAull 1iUtiitvAativi i

° Consent + transparency requirements

Planning, documentation and accountability
requirements

Key changes o

Direct obligations on data processors

e Data Protection Officer?




ePrivacy

ePrivacy

Reg
[proposal]

GDPR = personal data

, ePrivacy = electronic communications and

information + direct marketing

GDPR is the floor, e-Privacy would trump

“Intercept” jurisdiction extended globally and to

* OTT and M2M players
, Cookies preferences by browser settings (opt in)

No consent required for first party analytics
Direct marketing soft opt in still possible, but

* GDPR grade consent 10 N
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Thank You

£ 5 R
2P 2 EERTEP R
+886 2 27157268
jo-fan.yu@bakermckenzie.com
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Chinese Nlon-Store Retailer Association
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