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4 2014-03-24 08:15:13 203.69.59.153 GET /dong/SMSHandler.ashx t=sip=d352911060734607 80 - 218.82.38,135 Apache-HttpClient/UN
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.0 204 2 6ywIuFCECaQANGIZKFAGPU-ttQWFtZ4GFZ4SALA4LAEPWNEVC
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12 d352911960734607 80 - 218.82.38.135 Apache~-HttpClient/UN
2 2014-03-24 08:16:27 203.69.59.153 GET /dong/SMSHandler.ashx t=cip=d352911@60734607 80 - 218.82.38.135 Apache-HrttpClient/UN
3 2014-03-24 08:16:27 203.69.59.153 GET /dong/SMSHandler.ashx tenew 80 - 218082.38.135 Apache-HttpClient/UNAVAILABLE+ (java+l
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12 2014-03-24 203.69.59.153 GET /donao/SMSHandler_ ashx twcin=d352011060734607 80 - 218_.82.38.135 Anache-HeenClient/UN
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Storage Forensic Lab
> Hard Drive

> Memory
> Flash

Mobile Forensic Lab
> Smart Phone
> SIM Card
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Training > Requirements m Implementatlon

Establish Security | Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security
Training Gates / Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive

The Microsoft Security Development Lifecycle
http://www.microsoft.com/en-us/sdl/default.aspx
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A3 - Cross-Site Scripting (XSS)
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A8 - Cross-Site Request Forgery (CSRF)
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public void saveCredentials(String userName, String password) {

SharedPreferences credeptl = thi dPreferences(
"credentials", |MQDE_HORLD_READABLE); i— Very Bad
SharedPreferences.Editor editor = credentials.edit();
editor.putString("username”, fUserName);y :
editor.putString("password", Convenient
editor.putBoolean("remember", 4rue);
editor.commit();
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Percentage of OWASP
Mobile Top 10 Risks Not Addressed

100 [

M1-10 Vulnerability Type

M1: Weak server side controls Mé: Broken cryptography

M2: Insecure data storage M7: Client-side injection (malware)
M3: Insufficient transport layer protection  M8: Security decisions via untrusted input:

M4: Unintended data leakage M9: Improper session handling
M5: Poor authorization and authentication M?10: Lack of binary protection

ALWATS AAEAD B IR o un s N Apgligation Security Report, Arxan, 2016/01
%% P et v )
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OWASP Mobile Top 10 2016

OWASP Mobile Top 10 2016 ¥
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M1 - Improper M2 - Insecure M3 - Insecure
Platform Usage Data Storage Communication

M5 - Insufficient M6 - Insecure M7 - Client Code
Cryptography Authorization Quality

M10 -
Extraneous
Functionality
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